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AEGIS Cyber Risk Solutions

Rick Welsh
Head of Cyber Insurance 
AEGIS London, Lloyd’s Syndicate 1225

AEGIS Cyber Insurance: An Update

• AEGIS Detica White Paper

• AEGIS Detica Underwriting Loss Control Assessment

• Breach Remediation Service

• AEGIS Cyber Insurance Product
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AEGIS Detica White Paper

• Detica the cyber security arm of BAESystems, 
specialising in security services for governments 
and enterprises 

Introduction to Detica

• In the UK, Detica is one of only four Incident 
response providers certified by the government 
to investigate and remediate advanced attacks

• BAE Systems Inc. provides similar services to 
federal government and other agencies

Reducing Losses Today - Control Assessment

• Report with actionable 
recommendations to improve 
security and reduce the 
likelihood of a loss
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Review of five key areas of 
operational technology 
security to be covered by 
policy

• Management and policy

• Staff working procedures

• Corporate systems

• Control systems

• Compliance and audit

• Focused discovery 
questionnaire & 
clarification calls

Review ReportDiscovery
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AEGIS Detica White Paper

Some well documented 
examples in the media

• Olympics 2012

• Stuxnet

• Flame

• APT1

• Red October

• Saudi Aramco

The Cyber Threat

AEGIS Detica White Paper
Operational Technology Guidance

What is the current
threat to operational

systems?

What is the current
security posture

within the sector?

What do members
need to help them
improve security?

Guidance and tools
to support members
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Scope

• Regulatory 
Review

• Industry 
Incident 
Examinations

• Threat & 
Vulnerability 
Analysis

• Industry Trend 
Analysis

Part of AEGIS’ service offering to members, helping reduce risk across the membership

White Paper Findings – Background Findings

80% open to developing operational 
technology (OT) security

Most mature firms have suffered 
an incident or major event

Majority of incidents have 
been human error

OT systems converging driven 
by vendors and business need

There is no single model for the effective implementation 
of operational technology security
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White Paper - Outcomes

The Leading Edge
• Proactively shaping industry’s response to 

legislation and policy

• Risk-driven security

• No ‘blind compliance’ – investment to tailor 
solutions to business requirements

The Future
• Insurance is considered a key part of the 

solution

• Drive to measure maturity as a next step 
to risk management

OT security is a increasingly more central to business continuity. 
The whitepaper defines how organisations of varying maturity levels 

can improve – reducing the risk of loss for all members

Cyber Insurance Product Evolution

Baseline Cyber 
Insurance

Loss Control 
Assessment White Paper

Policy Holder 
Remediation 

Service

Cyber 
Resilience 

Policy
CyberComplete

Cyber insurance products tailored to meet the individual needs of AEGIS’ policyholders
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