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What Is the Smart Grid?

Highly Instrumented 
with Advanced 
Sensors and 
Computing

Highly Instrumented 
with Advanced 
Sensors and 
ComputingInterconnected by 

a Communication 
Fabric that 

Reaches Every 
Device

Many Definitions – But One VISION

• Engaging consumers

• Enhancing efficiency

• Ensuring reliability

• Enabling renewables
and electric transportation

Smart Grid Will Reduce Losses in the Value Chain

Coal Electricity Electricity

Light, heat, 
motion, 

etc.)

100 ~30

~ 65% loss ~ 7% loss

~28

~ 88% loss
(incandescent)

~3

US: More than 210 billion kWh per year is lost in delivery of electricity 
from power plant to end-use devices
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Technical 
Potential

Avoided Electricity Consumption in 2030 . . .
• Technical Potential ~ 26%

Smart Grid Will Reduce Electricity Use
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Smart Grid Will Reduce Peak Demand
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Reduced Peak Demand in 2030
• Realistic Achievable Potential ~ 15%
• Maximum Achievable Potential ~ 21%

• Energy Efficiency
• Demand Response

Achievable 
Potential

* Aggregation of regional summer peak demands; non-coincident
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Prices to Devices: Tomorrow’s Smart Grid
Efficient
Building
SystemsUtility

Communications

Dynamic
Systems
Control

Data
Management

Distribution
Operations

Distributed
Generation
and Storage

Plug-In Hybrids

Smart
End-Use
Devices

Control
Interface

Advanced
Metering

Consumer Portal
and Building EMS

Internet Renewables

PV

• Thermostat receives
day-ahead hourly
prices

• Consumer sets upper
and lower limits

• Thermostat “learns”
thermal, consumer
and weather impacts
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Smart Grid Will Enable Electric Transportation

All major auto manufacturers are moving aggressively
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Smart Grid Will Enable Renewable Resources

Compressed Air Energy Storage Fast-Reacting Demand Response Batteries

Wind Intermittency Solar Intermittency

Smart Grid Will Expand Electrotechnologies
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4.5% of direct fossil fuel use replaced by electricity 
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Smart Grid Will Improve Reliability

Copyright Washington Post

Cable replacement
and upgrading

Fault anticipation

Smart Grid: Automated Condition Assessment

Tri-State 

SCANA

Powerlink

CenterPoint

Alliant

TNB

PNM

Southern Company

NYPA
ATC

Con Ed
National Grid

PSE&G

DukeFirstEnergy

Antenna ArrayWireless Mesh On-Line FRA 3D Acoustics Backscatter

TVA
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Smart Grid Will Increase Power Flow

Lead Time

C
os

t

AC to DC ConversionAC to DC Conversion
50% 50% -- 250%250%

Current Current UpratingUprating
15% 15% -- 20%20%

Voltage UpgradesVoltage Upgrades
50% 50% -- 100%100%

ReconductorReconductor
20% 20% -- 50%50%

Power Flow TechnologiesPower Flow Technologies
20% 20% -- 50%50%

Lead Time

C
os

t

AC to DC ConversionAC to DC Conversion
50% 50% -- 250%250%

Current Current UpratingUprating
15% 15% -- 20%20%

Voltage UpgradesVoltage Upgrades
50% 50% -- 100%100%

ReconductorReconductor
20% 20% -- 50%50%

Power Flow TechnologiesPower Flow Technologies
20% 20% -- 50%50%

Smart Grid Demonstration – 18 Collaborators 

Wisconsin Public Service

Exelon (ComEd/PECO)

Ameren

KCP&L

Southwest Power Pool

Salt River Project

Southern California Edison

PNM Resources

TVA

Central Hudson Gas & 
Electric

ESB Networks

Con Edison

Electricité de France

FirstEnergy / JCP&L

AEP

Duke

Southern

Entergy

Collaborator
Collaborator & Host-Site
Collaborator & Host-Site in Final Review
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FirstEnergy / Jersey Central Power & Light
Integrated Distributed Energy Resources (IDER)

Together…Shaping the Future of Electricity
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Risks Emerging from the 
Smart Grid and Smart Houses

Robert Moussaid
Director, Risk and Insurance
Energy Future Holdings Corp.

Smart Grid: The Perils of Implementation

• Energy Future Holdings’ experience
– Oncor Electric Delivery –

Smart Meters: the case of reputation risk
– TXU Energy – iThermostat: fire hazard

• Potential new risks

• Impact on insurance market / failure to supply

• Final comments
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Smart Grid: The Perils of Implementation
The Dallas Morning News: March 6, 2010
• Some shocked by high electric bills blame Oncor's ‘smart meters’

Network Infrastructure/AMI: March 16, 2010
• Oncor Reacts to Smart Meter Anger
• ONCOR FACES CUSTOMER BACKLASH OVER SMART METERS AND SKYROCKETING ELECTRIC BILLS

Network Infrastructure/AMI: March 31, 2010
• Oncor Sued for Fraud Over Smart Meters
• FLEECED! BAMBOOZLED! PLAINTIFFS CLAIM “SMART METERS AIN’T SO SMART.”

Smart Grid: The Perils of Implementation

• One million meters installed (projected 3.4 million by 2012)

• Public resistance
– Cost is initial concern
– Meters misread at installation caused inflated bills
– Poor understanding of technology

• Inadequate communication / education strategy

• Legal action alleging fraud, etc…
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Smart Grid: The Perils of Implementation

U.S. Consumer Product Safety Commission
Office of Information and Public Affairs Washington, DC 20207June 17, 2010
Alert #10-743 Comverge Recalls Communication Module Inside TXU Energy Thermostats 
Due to Risk of Fire Hazard

Recall Alert

Smart Grid: The Perils of Implementation

• Units used to control electric usage through interactive 
web portal

• Units manufactured, installed and managed by third parties 

• 10,000 units installed

• 3,800 defective units recalled due to excessive heating / 
fire hazard 

• No reported property damage or personal injury

Risk Assessment
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Smart Grid: The Perils of Implementation

• Contractual risk transfer to program manager including 
recall costs

• Limited insurance coverage  

• Significant vicarious liability remains

• Effective communication campaign to minimize PR impact

Risk Mitigation

Smart Grid: Risks Emerging

• Cyber hacking can lead to
– Widespread outages / failure to supply
– Meter tampering 

• Unknown risks: everything is possible
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Smart Grid: Risks Emerging

• How will the insurance market and AEGIS treat these 
new risks?

– Some may already be covered, albeit unintentionally
– How about the unknown unknowns?

• The only certainty is that new / unforeseen risks will emerge 
from implementing Smart Grid technologies. Risk managers 
must be in front early enough to mitigate risk and vicarious 
liability by way of contractual risk transfer.


